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Redeemer 2.0& (%, S ADT7EINILI T 7 ThDRedeemerDFHFLWEIETT,
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Windows 11218 U ZimR (CRRRT D
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Redeemer Ransomware Version 2.0 Release
by Cerebrate - Tuesday July 5, 2022 at 01:10 PM
"

Hi everyone,

Cerebrate

I'm Cerebrate, the author of the Redeemer aC++no with no privacy intrusions (no backdoors, no Internet access needed), with a key

system that prevents any sort of scamming from my part. 4 -7~ » \ — ~ “ J—
VA5 IRIA—T

The ransomware works only on Windows OS after XP and it's multithreaded so it has very good performance.

~ =
I've been running my ransomware for about 1 year now on Dread mostly and a lot of people have earned serious money by using my software. The ransomware itself is very O) A7 IJ — >3V l\
BreachForums User easy to use and deploy. The encryption process cannot be reversed without a Redeemer Master Key for the given host. The master key is protected using your private build

key and by using my key, which gives us both security, since the leaking of my/your private keys will not make the ransomware decryptable.
Itake a decryption fee of 20% - this gives you two things: 5 \/'Ij {2 T J70)4/|§:'é( g g 15 %
- protection (no one is going to chase you for the private key, because you cannot decrypt the Redeemer Master Key by yourself)

Posts: 6
- more features and updates (it gives me motivation to further improve the ransomware and keep it available for everyone interested, if | ever lose interest the project will go ™ ~n
' pensoues) [Cerebrate] &&FED., #/\—=3>2(CD

Joined: Jul 2022

—-— LT, Windows OSD TS5/ —%f&

- Dread forum (PM)

- Tox Chat (use a VPN/Tor proxy for this since it's P2P) ID: 3FE2156F09DFD4E580FDA6D3182F0194E49C1E5A36B81CD6EFF2F604ABI6C31FBD2C24AFF076 'E' Lj AY C ( ‘_m Lj A ~ A
If you have any hesitations/questions or you want to decrypt the Redeemer Master Key, feel free to contact me. 7] %iﬁ L \
< - 1: l Z g g o . . ] .

This is the newest update which features a native WinAPI GUI for the affiliate toolkit/decryption tool. < _ = —

— Within the ZIP archive you will also find the changelog and detailed instructions on the entire process. < S R _~

Run all files within Sandboxie/VM if you can, afthough if the hashes match | guarantee for your security, as long as you donit run the buift ransomware on your own system
= (o).

Protect It All | ©2022 Cybereason G.K. '|'\AT\m;gh\ts_\reserved SN = : : e 22 w cybereas°n




m Redeemer Toolkit& EJL R
> /D1 7Redeemer 2.0(&. ToolkitZER L TEMSNET .
CDT Y ALDTTTIE,. sqlserverl.exet2svchost.exe K DIRIERMRD I 71 ILEZTEHEZ/XD FTHE L TWindows

TALORNJCEREBL, FHILLWOERELTEEZETSEEFT,

o redeemer.exe

# | Sqlserveriexe®1 Q1 <«MalOpEHEHE (Cybereason Defense
T3y RIA—LTHERR)

&” 100 children

MalOp = BED 355 BEDRE, BHDT7S— =
—2DA °/ S hELTTS—RER

Protect It All | ©2022 Cybereason G.K. | Al rights reserved 3 | @ cybereason



m Cybereason DefenseI'SY M I A —AIC KD
Redeemer 2.0(UTFZETUET,

- Windows-1 R> RO DEZE - H—EXDELLE - JTOBROBHIIRT

» Properties

5802
30

AIESERICH—EREELETZIN RS> 0f

Protect It All | ©2022 Cybereason G.K. | Al rights reserved : 24 | @ cybereason



» Properties

» Properties

cmd.exe 18156

f C:\WINDOWS\system32\cmd.exe /c vssadmin delete shadows CAWIN
/All /Quiet o
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